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Housekeeping



Disclaimer

• Collecting WhatsApp data is not easy!

• This tutorial is not complete!

• We’ll try to keep it non technical

• But sometimes we’ll have details
– Engineering details/knowledge required



Disclaimer

● This is for public WhatsApp groups

● One-to-one messaging...
○ NO

● Private group messaging...
○ NO

● Example public group: 
http://tiny.cc/icwsmgroup

http://tiny.cc/icwsmgroup


Disclaimer

• This is all according to the TOS (apart from 
the copyright logo infringement)

• Important to keep ethical considerations in 
mind (We have IRB approval)

• Preliminary analysis



Code: https://github.com/Phlop/WhatsApp_Tutorial/

Colab:  
https://colab.research.google.com/drive/18-lcIaDdOQ3SEaU
aZy-J08rVFMqtpHkj  (create a copy and play with the scripts)

Toolkit Paper: 
https://www.aaai.org/ocs/index.php/ICWSM/ICWSM18/p
aper/view/17865/17043  (WhatsApp Doc?A First Look at 
WhatsApp Public Group Data from ICWSM’18)

Feel free to download

https://github.com/Phlop/WhatsApp_Tutorial/
https://colab.research.google.com/drive/18-lcIaDdOQ3SEaUaZy-J08rVFMqtpHkj
https://colab.research.google.com/drive/18-lcIaDdOQ3SEaUaZy-J08rVFMqtpHkj
https://www.aaai.org/ocs/index.php/ICWSM/ICWSM18/paper/view/17865/17043
https://www.aaai.org/ocs/index.php/ICWSM/ICWSM18/paper/view/17865/17043


Agenda

1. What’s WhatsApp? (15 mins)
2. What data can we get (30 mins)
3. How do we get it (30 mins)

_______________________________________
                       Break

____________________________________________________

4. What can we do with it (1 hour)
- Case studies

5. Discussion (30 mins)



Part 1: What’s WhatsApp?



What’s WhatsApp?

• A messaging platform 
for the web & mobile 
apps

• Similar to SMS on 
steroids

• Integrated multimedia 
services



WhatsApp 101

• Mainly a 1-1 messaging platform

• But ~10% of the messages are 1-many 
(groups)

• Multimedia heavy

• End-to-end encrypted



This is really cool to study...



Why WhatsApp?

• Different platform & use cases

• Different content (multimedia & text)

• Different demographics

• Has an effect on education, social services, 
governance, social fabric



WhatsApp is BIG

● Over 1.5 Billion monthly active users
● 500 million daily active users

● Over 60 billion texts, 100 million audio and 55 
million video calls daily

● 4 billion minutes of communication calls
● 5 billion pictures shared daily
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WhatsApp Stats
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WhatsApps in Emerging Markets

● High penetration!
○ 95% of Android comes with WhatsApp pre-installed

● Replacement for the internet in Brazil, Mexico, 
Indonesia, India

● Over 300 million Indians, 120M Brazilians on 
WhatsApp

● In Zimbabwe, WhatsApp was responsible for half 
of all internet traffic in the country last year.
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This is starting to get wide media 
attention
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Part 2: What data can we get?



WhatsApp Public groups
● Public groups

○ Around 10-20% of the communication is through groups.

○ Some of them are public groups.

○ Anyone with a group link (chat.whatsapp.com/xyz) can join.

○ Limited to 256 members per group.

● Public lists of groups 

○ Public websites e.g. https://www.whatsappgrouplinks.org/

○ Google search

○ Facebook/Twitter
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https://www.whatsappgrouplinks.org/


WhatsApp data collection

● Collected 100k public groups

● Requires manual work

○ Most of them are not useful.

○ Needs to be targeted and specific.

● Joined a random set of 1,500 of them

● Over a million messages from ~100k users 
collected in 3 months.
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What’s in the data?

● All messages in the group

● Images, video, audio and PDF documents
● Names, phone numbers

● Business accounts
○ Email, address
○ E.g. professional services, restaurants, health, 

grocery, event planning, government, etc
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Over 200 
groups!
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Now over to…..

...Kiran!



Part 3: Data collection

Join our group: http://tiny.cc/icwsmgroup

to be part of the data demonstration.

http://tiny.cc/icwsmgroup


WhatsApp data collection

● Need an Android phone
● Details here: 

https://github.com/gvrkiran/whatsapp-public-g
roups
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https://github.com/gvrkiran/whatsapp-public-groups
https://github.com/gvrkiran/whatsapp-public-groups


Requirements

1. Functional Whatsapp account
2. Working smartphone
3. Virtual machine (optional)



Data collection in this tutorial

Public Group based

Most of the techniques generalize for any groups

For many other mobile apps (e.g. telegram, kik, 
discord, etc)



Data collection steps

1. Find relevant groups 
2. Join them on the phone
3. Backup the database
4. Extract messages

a. Download images, videos, etc.



Data collection steps

1. Find relevant groups <- semi-manual
2. Join them on the phone <- automated
3. Backup the database <- semi automated
4. Extract messages <- automated

a. Download images, videos, etc.



Caution!

TMI!!

Too Many engIneering details. ;)

You can skip to section 4 if you are not interested 
in the engineering details



Code here
https://tinyurl.com/whatsapp-tutorial

https://tinyurl.com/whatsapp-tutorial


Finding the groups

● Follow steps in Task 1 in the google collab.
○ Get list of groups from google search

■ and get their titles automatically.

○ Get list of groups manually
■ http://whopostedwhat.com (facebook search)
■ Twitter/reddit search
■ https://joinwhatsappgroup.com/ 
■ and many others.

http://whopostedwhat.com
https://joinwhatsappgroup.com/


Getting data

4 ways:

Manually Web WhatsApp Rooted phone Jail broken 
WhatsApp



Getting data

4 ways:

Manually Web WhatsApp Rooted phone Jail broken 
WhatsApp



Getting data

4 ways:

Manually Web WhatsApp Rooted phone Jail broken 
WhatsApp

Not scalable
Tedious

Fragile
Breaks frequently

Unsafe Unsafe



Manual
● Go to Settings -> Chats -> Chat history -> Export chat
● Have to do it manually for all the group chats



Web WhatsApp

● WhatsApp provides a web interface
● Use scraping/automation to get information
● Tools exist:

○ https://github.com/mukulhase/WebWhatsapp-Wr
apper

○ Works decently, we used it
○ But extremely fragile
○ Could stop working if WhatsApp changes structure

https://github.com/mukulhase/WebWhatsapp-Wrapper
https://github.com/mukulhase/WebWhatsapp-Wrapper




Rooted phone

● WhatsApp stores the database containing all 
the data on our phone locally.

● But the database is encrypted.
● Look for your encrypted database at:

○ device storage -> WhatsApp -> Databases -> 
msgstore.db.crypt12

○ browse here: http://www.whatsapp-monitor.dcc.ufmg.br/Android/index.html

● We need to have root access to access the 
database or the key for decryption.

http://www.whatsapp-monitor.dcc.ufmg.br/Android/index.html


Rooted phone

● STOP!
● Rooting a phone is not recommended. It can 

create security issues.
● Use a stand alone phone.

○ or a Virtual Machine.



Where can I find the databases?

●



Where can I find the databases?

●



Data in: 
/data/data/com.whatsapp.com/Databases/



Jailbroken WhatsApp

● Again, not recommended, unless you have a 
standalone phone

● Famous ones include GBWhatsApp, 
YoWhatsApp, etc.



Jail broken whatsapp

GB Settings -> Other MODS -> Backup Data 





What’s in this database?

Use e.g. DB browser for SQLite to view the 
database.



https://arxiv.org/pdf/1507.07739.pdf

https://arxiv.org/pdf/1507.07739.pdf


Main Tables

chat_list

group_participants

messages

group_participants_history



Messages 
table



chat_list table

Contains the list of groups joined, and their names



group_participants table

Contains the list of participants in a group, along 
with their admin status.



group_participants_history table

● Contains information about events -- users 
joining, leaving, being kicked out of groups, 
users changing phone numbers, etc.

○ indicated by the ‘status’ field.



Few examples

Identifying users joining and leaving groups

Identifying images/videos

Identifying replies 



Other interesting databases

Contacts -- wa.db

Keys -- axolotl.db



Also interesting: Logs

● Change of phone numbers

● Adding and deleting contacts

● Deleted messages



Logs location (jailbroken)



Chat reconstruction
● http://193.166.25.6/tmp/group_html_data/919481317437-

1545561777@g.us.html

● You can click on the Toggle Sidebar button on the top to select 
from a random sample of 100 groups. 

● Unfortunately it’s hard to find a group completely in English. 
Some of the empty messages are videos which I did not 
including in the html.

● Code in the github repo 
task3/generateHTMLViewerFromDatabase.py

http://193.166.25.6/tmp/group_html_data/919481317437-1545561777@g.us.html
http://193.166.25.6/tmp/group_html_data/919481317437-1545561777@g.us.html


Other Messaging Platforms

● Other messaging platforms like Telegram, Kik, 
Discord, etc. have the same structure of storing 
data.

● Data stored as an sqlite3 database
● In /data/data



Quick look at Telegram

look for the unencrypted data in 
/data/data/com.telegram.com

closed but larger groups + channels



Break

Let’s meet in 30 minutes.



Part 4 -- Case studies

What can be done with this data?



Agenda

• Potential problems 

• Showcase (preliminary) work in this space
• Work from Brazil, India, Indonesia.

– mostly politics

• Generalizable findings



Data collection 2

● Political groups
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Political groups
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They’re quite widely used!

• One in six WhatsApp users in India said they 
were members of a group started by a 
political leader or party



Political groups data



Political groups data

● We monitored a large number of political 
groups

● No idea about the representativeness of our 
data

● 35% of them images

● 10% of the messages sent by <1% of the users
● 10% of the groups created by <1% of the users
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Potential directions

● Misinformation
● Political Coordination
● Effects on other platforms – YouTube, Twitter, FB, etc
● Education
● Other

○ Algorithmic vs. personal choices

○ Hate speech

○ External events

○ Cross cultural differences



Misinformation

1. Examples from Brazil (WWW’19 paper, 
WebSci’19 paper)

2. Examples from India (much larger sample)

https://homepages.dcc.ufmg.br/~fabricio/download/resende-www2019.pdf
https://homepages.dcc.ufmg.br/~fabricio/download/websci2019-whatsapp.pdf


Events Captured in Brazil
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Source:https://truthout.org/articles/the-brazilian-truckers-strike-how
-whatsapp-is-changing-the-rules-of-the-game/

Source:https://www.nytimes.com/2018/10/19/technology/whatsapp-brazil-
presidential-election.html





Events Captured in Brazil
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May 21st - Jun 2nd 2018 Aug 16st - Sep 7th 2018

Truck Driver's Strike Election Campaign

Images: most popular media content shared on monitored groups 



Manual annotation of images



Network Structure 
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Group Network 
(election campaign)

node = group
edge = users in common
node size = # users



Network Structure 
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Users Network 
(election campaign)

node = user
edge = groups common
node size = # groups user 

shared images



Misinformation on WhatsApp
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Labeling with a real Fact-Checking Agency

● Sample of 61 most shared images during Brazilian elections

● Checked by the Brazilian fact checking agency Lupa

● Images containing factual content

○ 36% contained misinformation

○ 53% include misleading and inconclusive content  

○ 10% were verified as true 



Misinformation on WhatsApp
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An Automatic Methodology for Finding Misinformation

1. Generate list of main fact-checking agencies in the country 

2. Automate search of each image from WhatsApp by using the Google 

Image search 

3. Check whether any of the returned pages belong to one of the 

fact-checking domains 

4. If so, parse fact-checking page and automatically label the image as 

fake or true 

➢



Automatic identification of 
misinformation

➢ 70 images containing misinformation during election campaign

➢ Over 10k images identified for India



Collecting Sources of Images on the Web 
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Search for collected images on Google Image search

Code included in the github repo.



Fact checked images
● 60% of the cases the images were fact checked before they 

appeared in our dataset
n

u
m

 im
ag

es



Examples
http://193.166.25.6/tmp/factcheck2.html (Caution: Graphic 
images!)

Same image shared again and again in different contexts.

Contains a sampling of the types of misinformation.

http://193.166.25.6/tmp/factcheck2.html


https://www.hindustantimes.com/india-news/decoding-fact-fre
e-world-of-whatsapp/story-LQ79X96OOKrGo7MHuW3TMP.htm
l

https://www.hindustantimes.com/india-news/decoding-fact-free-world-of-whatsapp/story-LQ79X96OOKrGo7MHuW3TMP.html
https://www.hindustantimes.com/india-news/decoding-fact-free-world-of-whatsapp/story-LQ79X96OOKrGo7MHuW3TMP.html
https://www.hindustantimes.com/india-news/decoding-fact-free-world-of-whatsapp/story-LQ79X96OOKrGo7MHuW3TMP.html


The most shared fake images were doctored 
screenshots of TV news programs
Almost impossible to detect automatically



Clustering similar images

● Group similar images together using perceptual 
hashing tools, e.g. 
https://github.com/memespaper/memes_pipeline

● Misses a lot of stuff

https://github.com/memespaper/memes_pipeline


Misinformation on WhatsApp
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Propagation Dynamics:
LifeTimes = time difference between first and last sharing in any group

No significant difference, but some images remain for long time

ΔT = Tlast -   Tfirst

   



Misinformation on WhatsApp
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Propagation Dynamics:
Time difference between consecutive shares of same image in any group

Spread of images with misinformation is faster

ΔT = Ti+1 -   Ti



Images with Misinformation and 
Unchecked Content

Election Campaign

● Brazil: 85 images with misinformation; shared more than 
1,000 times



Some peculiar aspects

● Mostly in-app

● No external links

● No bots (mostly)

● Malicious actors

● One broad solution not possible.



Misinformation Spread in WhatsApp 
Groups

Large light nodes: mostly receptors, with many images shared 



WhatsApp Monitor

Your country here!

http://www.whatsapp-monitor.dcc.ufmg.br
/

http://www.whatsapp-monitor.dcc.ufmg.br/
http://www.whatsapp-monitor.dcc.ufmg.br/


WhatsApp Monitor

Your country here!

http://www.whatsapp-monitor.dcc.ufmg.br
/

Come visit our Demo session on Thursday!

http://www.whatsapp-monitor.dcc.ufmg.br/
http://www.whatsapp-monitor.dcc.ufmg.br/


WhatsApp Monitor

107

● Web based system

● Daily updated content

● Rank items by total shares on WhatsApp

● Content separated by type (images, messages, URLs, 
videos, audio)

● Restrict access through login and password



WhatsApp Monitor
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Users can choose a 
date or interval of time

Change type of content 
showed on system

Navigate 
between days



WhatsApp Monitor
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A list of 
images is 
showed for 
the date, 
ranked by 
total shares

It is possible to see details 
of a specific image



WhatsApp Monitor
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Image in 
bigger 
resolution

Propagation information 
about total of shares

List of groups 
where the image 
was shared

Search for this 
image on Web

For each content there is available details about amount of shares, 
number of different groups and different users that post them.

Mark the image 
as false, NSFW, 
inappropriate 
content, etc

Messages 
before/after



Central coordination

● How are political parties using WhatsApp to 
coordinate campaigns/messaging?

● Propaganda/Coordination is hard to track or be 
aware of the scale due to limited access.



Central coordination

● Over 10k cases of same 

message sent in >20 groups 

in a 10 second window.
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Automation in the Spanish elections

https://www.independent.co.uk/news/world/europe/spain-elections-whatsapp-podemos-channel-close-left-ing-de-olmo-a8886481.html

https://www.independent.co.uk/news/world/europe/spain-elections-whatsapp-podemos-channel-close-left-ing-de-olmo-a8886481.html


Case 2: Brazil university budget cuts



Large scale micro targeting!

Images claiming to be from universities started 
spreading on WhatsApp groups.



Large scale micro targeting!

In these last days our WhatsApp 
monitor is flooded with memes and 
images against Universities.  These 
images are about thesis mocked by 
their titles and themes and pictures of 
naked people inside universities and in 
parties. There are also memes saying 
students take 12 years to graduate 
because they only use drugs in 
universities. 

This is clearly orchestrated and a 
professional work. Who is behind fabric 
of disinformation? 

This happened just after a 
government cut of 30% in the 
universities funding 



The Message Went Viral

Journalists with access to the system started to retweet and share. 
Influencers and highly followed groups started to share it.

https://www.nationalgeographic.co
m/environment/2019/04/brazil-cuts-
funding-scientists-grad-students-en
vironment-suffers/



Quickly Fact checking agencies 
wrote about it

The increase perceived by Prof. 
Benevenuto was from 950% in 

comparison with the previous week



Coordination on Twitter

● Google docs containing list of tweets
● Hashtag to get trending.
● Over 80% trending







It’s well planned



Effects on other platforms

● Where does misinformation come from?

● What role does WhatsApp play in this?



Temporal Ordering of First Appearance:
 Web vs. WhatsApp Groups

Images with misinformation Images with unchecked content

Images with misinformation  much more often 
appear first on WhatsApp and then on the Web

WhatsApp was the primary source of 30% of the identified 
images containing misinformation



Effects on other platforms

WhatsApp

Namo app

FacebookYoutubeTwitter

Sharechat Tiktok

Mainstream 
media

Ads



Spread of information across 
platforms



Comparison with other platforms

● Flow of information
○ what type of memes originate where
○ closed vs. open platforms

● Quantifying algorithmic vs. personal choices



Not just large scale studies

● WhatsApp as a survey and data collection tool 
for field research



WhatsApp for public Education

https://www.intrahealth.org/vital/ready-whatsapp-revolution-health-care-communications

https://www.intrahealth.org/vital/ready-whatsapp-revolution-health-care-communications


Challenges

● Multimedia data and misinformation
○ video/audio are out of scope, without humans
○ tools for images are not mature enough

● Labelling issues
○ Context
○ Ethics
○ Malicious intent

● Text problems
○ Context
○ Local Languages



Challenges

● Mitigating misinformation
○ closed platform



Misinformation in multiple 
modalities

This image in itself does not mean anything.



Potential directions

● Misinformation
● Central Coordination
● Effects on other platforms – YouTube, Twitter, FB, 

etc
● Effects of forwarding restrictions
● Quantitative analysis

○ Hate speech

○ External events

○ Algorithmic vs. personal choices

○ Cross cultural differences



Can be generalized

● Ongoing data collection:
○ Uber-like bike riders in Indonesia
○ Syrian refugees in Turkey
○ Alumni groups from Indonesia

● Same for Telegram
○ Pro and anti government groups in Iran



Limitations

● Only ~10% of the conversations on WhatsApp 
are through groups

● Limited context – what happens outside the 
groups is not visible

● Sampling biases
● Hard to scale
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Other issues

https://techcrunch.com/2018/12/20/whatsapp-p
ornography/

illegal refugee smuggling

local businesses

immigrant communities

https://techcrunch.com/2018/12/20/whatsapp-pornography/
https://techcrunch.com/2018/12/20/whatsapp-pornography/


Illegal refugee smuggling
●“Smuggling to Europe”
●"Migration to Europe"
●"Migration from Turkey Greece "
●"Crossing into Turkey and Europe”
●"Reversible Yunnan Turkey"





Discussion

● Ethics -- public groups, but contain private 
phone numbers. What do we do?

● Contains illegal activity -- what do we do?

● Releasing the data for research?

● Can be easily misused 
○ personal examples of malicious actors



Discussion

● Tools for processing whatsapp data
○ images, local language text

● Using whatsapp as a survey tool

● Mitigating misinformation -- what do we do?

● Any other use cases come to mind?
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Thank you!



Additional slides



WHATSAPP WEBSCI 

Distributions of message sizes:

1:
:



WHATSAPP WEBSCI

Word Cloud of the top 500 words



WHATSAPP WEBSCI

Word Cloud of the top 500 words



WHATSAPP WEBSCI
Topics inferred by LDA algorithm and distributions of topics inferred by LDA



WHATSAPP WEBSCI
Word tree for the word root Please



WHATSAPP WEBSCI
Sentiment polarity of messages.



Backup Slides



Data and code

• Here the Colab:  
https://colab.research.google.com/drive/18-lcIaDdOQ3SEaUaZy-J08rVFMqtpHkj

•
• I set some tasks to complete on this document (We could implement more if you think there 

is time remaining)
•
• - They will download the scripts for tutorial on a gitHub: 

https://github.com/Phlop/WhatsApp_Tutorial/
• - They will search on Google for links of public groups on  WhatsApp  (there is also a script 

there that use a seed of URLs and collect every invitation link from there) 
• - They can find the name of a list of groups (following the Kiran's scripts of 

"getGroupTitles.py"
• - They can join groups on WhatsApp (They can do it manually in their phones or using also 

the script "joinWhatsappGroups.py", as it needs the Selenium, it will no be possible to run 
this script on Colab)

•
•

https://colab.research.google.com/drive/18-lcIaDdOQ3SEaUaZy-J08rVFMqtpHkj
https://github.com/Phlop/WhatsApp_Tutorial/


Data and code

- Introduce how to collect data by 2 manners:

Through a crawler in Whatsapp Web using WebWhatsApi: https://github.com/mukulhase/WebWhatsapp-Wrapper  (That is how we collect data in Brazil, 
but they are currently updating the API. I attached a script using this API it use Selenium as well, so needs to configure it too)

Downloading WhatsApp database from the phone:

-The logistic to root the phone and get the key could be hard, so I just created a folder structure online of the phone, so they can interact with the folder 
of the Android device and find the files we want (key and msgstore.db.crypt12) 

They can access this and go through the folders looking for the file http://www.whatsapp-monitor.dcc.ufmg.br/Android/index.html

-After that I left a real example of these files on a folder, so they can run the script  "python decrypt12.py key msgstore.db.crypt12 msgstore.db" to see 
how it works

tools to reconstruct whatsapp group chats

script to vizualize same message over time

script to vizualize images over various platforms

https://github.com/mukulhase/WebWhatsapp-Wrapper
http://www.whatsapp-monitor.dcc.ufmg.br/Android/index.html

